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Abstract. Analysis of the variety of electronic means of payment, which are used in the banking sphere,
showed that one of the main banking services now are mobile banking applications. However, security
threats in mobile banking have deterred many customers from using it. The issue of elaboration of rec-
ommendations, which would allow to strengthen the authentication system to improve security processes,
becomes relevant. To achieve this goal, it is necessary to investigate existing methods and practices to
improve the security of electronic means of payment. The article presents an analysis of the vulnerabili-
ties of banking applications, technologies for making money transfers, methods for leveling threats in the
bank's mobile application system, and fraud protection systems.
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Introduction

The modern economy is characterized by a ten-
dency of transition from cash to non-cash means of
payment. At the end of 2020, non-cash transactions
reached 73% in the structure of financial transac-
tions [1]. In addition, at the end of 2020, the num-
ber of transactions in non-cash form exceeded the
number of cash withdrawals by 18 times; in mone-
tary terms, the excess was 2.7 times.

At the same time, the demand for Electronic
Means of Payment (EMP) among customers is ac-
companied by problems and risks in these transac-
tions, which causes multiple information security
incidents [2]. According to the Bank of Russia's
statistics [3], the number of non-consensual trans-
actions in the transfer of funds increased by 40%
over a year (in comparison with the 3rd quarter of
2020 and 2021), and their volume in financial
terms by 18%. At the same time, the highest

dynamics of such operations is observed in the sys-
tem of remote banking services for individuals.

Analysis of Electronic Payment Means

Analysis of the variety of electronic means of
payment used in the banking sphere showed that one
of the main banking services now are mobile banking
applications. According to the Banki.ru service, the
average annual growth rate of mobile application in-
stallations is 41.5% [4]. According to the estimates of
the Ministry of Finance of Russia and the World
Bank in 2020, the share of users of digital banking
services has doubled over the past two years - up to
56%. Currently, the users of mobile banking applica-
tions are 51% of the population of the country, and
Internet banking - 37% (for comparison, similar fig-
ures in 2018 were 26% and 16%, respectively) [3].

According to the research, every second mobile
application can conduct fraudulent operations and
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Fig. 1. Statistics of detected types of vulnerabilities in banking applications

steal money: more than 70% of applications have the
threat of leakage of customer logins and passwords,
more than 30% of applications are associated with
incidents of theft of bank card data (Fig. 1) [5].

In addition, the researchers separately assessed
the vulnerability of the client part of the applica-
tion, that is, the mobile application installed on the
device, as well as the server part - the web version
of the application, which provides remote interac-
tion of the client application with the bank servers
through a special interface - API. The results of the
study of the client part of the application in the
context of mobile operating systems are shown in
Table 1 [6, 7].

As can be determined from the data in Table 1,
none of the analyzed banking mobile applications
is completely secure, regardless of the mobile OS.
Even though there is a lower risk of data leakage or
information misuse among 10S devices, neverthe-
less, the average number of vulnerabilities is quite
high in both types of mobile systems.

The concept of EMP is defined in the Federal
Law of the Russian Federation “On the National

Payment System” [8], which was developed in
2011. In accordance with the definition provided in
the legislation, electronic means of payment (here-
inafter also EMP) is “a means and (or) method that
allows the client of the money transfer operator to
draw up, certify and transmit orders in order to
transfer funds within the framework of the appli-
cable forms of non-cash settlements using infor-
mation and communication technologies, electron-
ic media, including payment cards, as well as other
technical devices”.

The last few years have been marked by a sig-
nificant increase in the use of EMP in Russian
practice (Table 2).

As the analysis of Table 2 shows, over 5 in-
complete years, the number of completed transac-
tions using ESP increased by 53%, and the volume
in monetary terms - by almost 36%. In comparison,
the increase in the number of issued bank cards for
the specified period amounted to only 19.9%.

A significant problem has been and remains the
study of threats to the security of making payments
using information technology.

Table 1. Results of mobile banking client application vulnerability analysis according to Positive Technologies

Type of mobile operating system

Index Android | i0S
The level of security of the client part of the application, which has 9.9
an indicator below the average, % of all applications ’
Distribution of identified vulnerabilities in the client side of the application

53 47

by OS type, %
Share of high-risk vulnerabilities, % 3 0
Percentage of medium-severity vulnerabilities, % 40 37
Percentage of low-risk vulnerabilities, % 57 63
Average number of vulnerabilities identified in one mobile application 8,3 7,4
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Table 2. Statistics on the use of EMP (mobile applications and Internet banking) by the number and volume

of transactions performed in 2017-2021 [author's development]

Period Number of completed Volume of completed Average volume
transactions, min. transactions, billion rubles | of 1 operation, thousand rubles
2017 2038,7 1350,50 0,66
2018 2175,2 1675,29 0,77
2019 2789,3 1967,60 0,71
2020 3118,7 1829,35 0,59
1st half of 2021 1557,0 1228,01 0,79
Absolute growth rate of the
indicator 2020 to 2017, 1080 478,85 -0,08
units
Relative growth rate of the
indicator 2020 to 2017, % 1530 135,5 88,5

To date, the issue of security of the banking sys-
tem is based on information security technologies
that are used by credit institutions. However, this
process is also subject to regulation at the state level.

Any money transfer operation, in accordance
with federal law [8], must undergo a fraud analy-
sis, for which an anti-fraud (fight against fraud)
system is used, that is, a system for responding to
fraudulent actions. This provides measures to im-
prove the protection system based on the identified
violations. The anti-fraud system detects fraudulent
transactions and blocks their execution. Fig. 2
shows a complex for ensuring the protection of in-
formation and payments based on EMP [7, 9, 10].

An analysis of the technologies for making
money transfers through mobile applications
shows that there are two different schemes depend-
ing on the number of intermediaries - with one
intermediary or several intermediaries.

Analysis of each application showed the presence
of 3 vulnerabilities:

1) Lack of protection against code injection
and repackaging. That is, in fact, none of the bank-
ing applications considered are protected against
the introduction of untrusted data or an attempt to
bypass verification when receiving information
from the web server.

2) No code obfuscation. An obfuscator pro-
gram eliminates attempts to introduce file changes
inside the program (patches), which allow cheaters
to gain access to more information, including the
source code. That is, the first two problems are in-
terrelated. In fact, the obfuscation method should
complicate the existing code, hiding the logic of its
operation. At the same time, this method is current-
ly absent in working mobile applications;

3) Using class and method names in code. This
simplifies access for attackers to obtain code in-
formation due to its simplicity.

Bank client
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additional informationsa! L,

Remote

Payments that do not require _
verification (budget, etc.)

banking server

Payments for
verification

- FRAUD analysis |

* Result of checking

| Eligible payments,
checked for fraud

Automated
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Fig. 2. Technologies for verifying translations based on EMP
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Risks when Using Banking Applications

Thus, modern mobile applications of banks
have a large number of risks of unauthorized use of
information. At the same time, these vulnerabilities
were identified both in the client part of the appli-
cation (that is, in the mobile application directly
installed on the client’s mobile device) and in the
server part of the application, when transferring
data from the mobile application to the bank’s in-
formation system (Fig. 3) [7].

Traditionally, banking organizations have used a
defense in depth model. This model has several lev-
els of security control. Thus, if avulnerability exists at
one of the levels, then other systems will be protected
by other means of protection, and the impact of the
compromise will be limited. These levels of security
also increase the time it may take for an attacker to
break into a bank's system, giving the internal securi-
ty system more ability to stop an attack.

Today, as applications move to the cloud or use
third-party services, banking organizations are in-
creasing their vulnerability and expanding their attack
zone. Critical apps share sensitive information with
the bank's mobile apps. This leads to interconnected
risk. In an interconnected environment, a single mis-
configured system or security vulnerability can com-
promise all information on a mobile device.

Many of today's defense-in-depth strategies are
rendered irrelevant by the interconnectedness of

0%
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Storing authentication data, keys, and tokens in
application code

data. Ransomware, like other malware, misconfig-
urations or stolen credentials can be used to break
any layer of security before the application layer.

Mobile banking applications support the main
functions and processes between the bank and the
client. Attackers who have gained access to the
mobile application can steal the funds of a bank
client through fraud using EMP, which falls under
Article 159.3 of the Criminal Code of the Russian
Federation.

Traditional vulnerability management solutions
do not fully align with bank applications. Without
proper threat engineering at the start of mobile app
development, and rapidly changing opportunities
for data breaches, organizations face a growing
backlog of vulnerability patches and often lack the
prioritization tools they need to manage updates
due to the high frequency of releases and the com-
plexity of vulnerability remediation processes.

Securing a mobile device is possible with an
understanding of how intruders gain access to that
device.

Analysis of banking practices shows the spread
of the following methods of leveling threats in the
system of mobile applications of the bank:

1) Enabling multi-factor authentication. The
requirement to enter a single password before
granting access to a customer's bank account is an
insufficiently reliable protection system.
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Fig. 3. Frequency of vulnerability detection in mobile apps by type, % detection among surveyed apps
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2) End-to-end encryption of mobile banking
applications that ensures the safety of data.

3) Use of fingerprint technology (such as 10S-
based TouchID). The introduction of fingerprint
devices adds an extra layer of security to mobile
banking applications.

4) Analysis of customer behavior. With this
technology, a mobile banking application can flag
business logic errors, abnormal behavior, or unau-
thorized access for further investigation.

5) Using secure access to the Internet.

The above methods will provide strong authen-
tication for mobile banking solutions and banking
service providers. However, it is important that
customers also take their own precautions when
enhancing the security of mobile banking apps.

Methodologies for Ensuring
Information Security in Mobile Banking

In current practice, there are many current
standards, methods, methodologies and other ap-
proaches to secure software development, which
are shown in Fig. 4.

Let's consider the existing methodologies from
the point of view of their application to the mobile
applications of banks.

In particular, let's take a closer look at the SDL
- Security Development Lifecycle methodology
developed by Microsoft. This methodology is rep-
resented by a set of practices that are aimed at im-
proving the security of the developed software.
The SDL methodology is presented as a special-
ized process that contributes to the achievement of
an appropriate level of security for the developed
software. SDL is a software development process
that provides an assessment of the level of security
prior to the final release of the software.

The benefit of Microsoft SDL is to reduce the
actual cost of software security development
through early detection and remediation of existing
vulnerabilities.

Thus, Microsoft SDL operates on the principle
of a risk-based approach, since it is not aimed at
eliminating vulnerabilities after the fact, but at
their preliminary reduction to an acceptable level.

There are a number of models, systems, config-
urations, processes and preventive measures that
are used to prevent credit card fraud. This reduces
the financial risks for the bank customer. Specific
methods such as the Markov model, application of
artificial intelligence, sequence alignment, data
mining methods, multiple cryptographic algo-
rithms and genetic programming methods are of

2.6-2014"

Standards Methodologies
"General Criteria." Microsoft SDL
U.S. Department of
Defense documents BSIMM
ISO/IEC TR 24772 OWASP CLASP

ISO/IEC TR 27034-1 Open SAMM
Bank of Russia Standardization Cisco SDL
Recommendations "Ensuring information

security of the banking system organizations -

Fig. 4. Basic standards and methodologies in the field of information security in the development of software
on which the development of mobile banking applications will be based
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Table 3. Overview of antifraud systems

System name

Technologies used

Antifraud payler

Filter "If-then", scoring

Fraud-analisys, BSS Group

Filter "If-then"

SmartVista Fraud Prevention, BPC Banking Technologies

Filter "If-then"

Kaspersky Fraud Prevention

User environment analysis

Fraudwall, Frodex

Filter "If-then", blacklist outsourcing

Answerpro

Filter "If-then"

particular relevance in combating this type of
fraudulent transactions.

Anti-fraud systems have recently become wide-
spread. These systems are based on methods of da-
ta analysis using artificial intelligence models. At
the moment there is a need to modify existing al-
gorithms, develop a synthesis of their application
in order to obtain a reliable result. That is why the
introduction of big data processing technologies,
the so-called Big Data, is becoming urgent for
banking systems. A comparative analysis of known
fraud protection systems is presented in Table 3.

Analysis of the data in the table shows that
most Russian fraud protection systems are imple-
mented using a set of "If-then" rules.

Conclusion

Foreign systems are more functional than Rus-
sian systems - the analysis of fraudulent payments
is carried out mainly by methods of machine learn-
ing. However, foreign systems, as a rule, are not
available to Russian banks, and their application is
limited by the specifics of Russian legislation. For-
eign companies combine different methods to find
fraudulent transactions, which makes them more
reliable and attractive to customers. The most
promising solution today is the use of Unusual
Event (UE) detection technologies in combination
with machine learning techniques. The use of ma-
chine learning is a necessary metric because a large
amount of UE information is collected and apply-
ing rules to this data becomes impossible.

Analyzing the Russian experience, it is worth
noting the lack of legal regulation of antifraud sys-
tems. In this regard, mobile operators and banks
have been independently trying to create a system
that would counter fraudulent activities through
electronic banking and ensure the safety of funds
in the bank customers' accounts. Several major

Russian banks and mobile network operators tested
the so-called anti-fraud platform in the first quarter
of 2020. Based on the results of the testing,
Tinkoff Bank and mobile operators Tele2, Mega-
fon, MTS and Tinkoff Mobile launched the
Tinkoff Call Defender platform.
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